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Abstract: Cascading failure is a phenomenon where a small shock or error in a local part of a
networked system triggers propagation of failures across the entire network. In this study, we
propose 1) a model for cascading failure in the context of disruptions in road networks and 2)
a mitigation strategy which eliminates the flow generated from non-influencers to avoid
serious consequences. In the numerical analysis, we apply the model to both homogeneous
and heterogeneous networks and also investigate the performance of the mitigation strategy.
The results give us implications for transportation network management: 1) in most cases,
large-scale cascading failure can be avoided by increasing practical capacity as a prevention
strategy and 2) in a case of emergency where the practical capacity is extremely small, serious
cascading failure can be avoided by eliminating flow generated from non-influencer nodes as
a mitigation strategy.
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1. INTRODUCTION

Our society is surrounded by a great variety of networked systems such as electrical power
grids, communication lines, or transportation networks. These systems normally work in a
proper way and they raise the standard living in our society. However, recent studies have
pointed out a potential risk in these networked systems. The risk is that only a small shock or
error in a local part of a networked system can be a trigger of large-scale propagation of
failures and eventually the entire network is seriously damaged. This kind of phenomenon is
called cascading failure.

Cascading failure is a phenomenon where a small shock/error triggers successive
failures throughout large parts of a system. Cascading failure can take place in various
systems such as power grids, communication lines, or transportation systems where traffic is
reassigned to bypass failed nodes/links, eventually leading to a propagation of overload
failures on other nodes/links that cannot handle extra traffic (Crucitti et al., 2004). Cascading
failure has been mainly researched to discuss the vulnerability of power grids or
communication systems (e.g. Motter and Lai, 2002; Crucitti et al., 2004; Buldyrev et al.,
2010). Only few researches have been conducted in the context of disruptions in
transportation networks (e.g. Wu et al., 2007).

In order to protect networked systems and avoid catastrophic consequences, effective
defense strategies are required. Two types of strategies can be considered: prevention and
mitigation strategies. A prevention strategy is a strategy which aims to increase the network
robustness itself. On the other hand, a mitigation strategy is one which aims to prevent the



propagation of failures and avoid serious consequences.

There are two objectives in this study. First, we propose a model for cascading failure
where overloading of links propagate across the entire network. Second, we propose an
effective mitigation strategy against cascading failure. In the numerical analysis, we focus on
the influence of the network topology on vulnerability against cascading failure and we apply
the model to both homogeneous and heterogeneous networks. Also we investigate the
performance of the mitigation strategy for both types of networks. The results may give us
some implications about the vulnerability of road networks which are classified into
homogeneous networks and effective risk management strategies to avoid serious
consequences in road networks.

The rest of the paper is consisted as follows. In chapter 2, the literature review is
described. In chapter 3, the methodology is explained, followed by numerical analysis in
chapter 4. The paper ends with conclusions in chapter 5.

2. LITERATURE REVIEW

Cascading failure has been studied intensively for about fifteen years. Cascading failure can
occur when some mechanisms of propagation of failures exist. Without such mechanisms, a
removal of a node/link never affects other parts of the network. The simplest evaluation of
network robustness can be obtained by studying the influence of removal of nodes/links (e.g.
Albert et al., 2000; Holme et al., 2002). According to Mattsson and Jenelius (2015), some
studies about transportation network vulnerability applied such simple evaluation of network
robustness to transportation networks. However, when those mechanisms are considered,
failures can spread out in complicated ways and only a single removal of node/link can be a
trigger of serious cascading failure and the whole network can be collapsed.

Some studies have already proposed models for cascading failure in the context of
disruptions in power grids or communication networks. Motter and Lai (2002) proposed a
model where overloaded nodes (power stations or routers) are successively removed from a
network. Crucitti et al. (2004) also proposed a model where nodes are successively
overloaded and the network performance decreases. Simonsen et al. (2008) studied cascading
failure using a dynamic model developed from the model proposed by Motter and Lai (2002).
They pointed out that transient dynamics increases the network vulnerability. However, even
though cascading failure can occur in various systems where traffic is reassigned to bypass
failed nodes/links and eventually leading to a propagation of failures on nodes/links which
cannot handle extra traffic, there are few studies in the context of disruptions in transportation
networks. Thus this study aims to propose a model for cascading failure where overloading of
links propagate across the entire network.

It is important to establish effective defense strategies to protect networks from
cascading failure. Motter (2004) proposed a strategy which removes low betweenness
centrality nodes. However, this strategy requires attention because it eliminates not only 1) the
flow generated from the removed nodes, but also 2) the flow concentrating to them, and 3) the
flow between other pairs of nodes if there is no path between them because of the removal of
nodes. This study then proposes an effective mitigation strategy which is less drastic than the
existing strategy. In addition, the existing strategy takes relatively high computational cost
because betweenness centrality requires the global topology of a network. Thus this study also
aims to propose another way to identify nodes to eliminate the flow which requires only local
topology of a network.



3. METHODOLOGY

In chapter 3, the details of the model for cascading failure and the mitigation strategy are
explained. Section 3.1 describes the model for cascading failure. In section 3.2, the index for
evaluating damage is defined. Finally section 3.3 goes into details of the mitigation strategy.

3.1 Model for Cascading Failure

First of all, the overview of the model is explained. Although this model is based on the
model proposed by Crucitti et al. (2004) where nodes are successively overloaded, the model
in this study aims to represent the propagation of overloading of links. As shown in Fig. 1, the
model consists of four parts: 1) normal state, 2) local failure, 3) propagation of failures, and 4)
ultimate state. Italic terms in this paragraph are described in details later. It is assumed that the
network flow is assigned to the most efficient path and each link has finite practical capacity
to handle load without loss of efficiency of link. Initially, the network is in a stationary state (1.
normal state) where all nodes/links function without problems. However, if a few nodes/links
in a local part of the network fail (2. local failure), the network flow is reassigned to the most
efficient path in that state which bypasses failed nodes/links. In most cases, the effect of the
local failure might be immediately absorbed into the system because the diverted traffic can
be handled on other links with sufficient practical capacity. However, under specific
conditions where the diverted traffic cannot be handled on other links, the local failure might
trigger the avalanche of failures by overloading and have a huge impact on the whole network.
If a link is overloaded, it is assumed that the efficiency of the link decreases. Because of the
reduction of the efficiency of links, the network flow is reassigned again to the most efficient
path in a new state and it can create successive overloading of links. The reassignment of the
network flow and successive overloading is repeated in the process of the propagation of
failures (3. propagation of failures). Eventually the network efficiency relaxes to a steady state
(4. ultimate state). In the ultimate state, as described in section 3.2, the drop of network
efficiency from the normal state to the ultimate state is evaluated as damage.

Now details of the model are described. The model is based on following assumptions:

e at each time step, uniform unit OD matrix is assigned to the most efficient path

o network flow at each time step does not remain to the next time step and congestion of a
link does not extend to upper stream

o local failure is represented by the removal of links from the network

¢ each link has finite practical capacity to handle traffic without loss of efficiency of the link

¢ when the load exceeds the practical capacity on a link, the efficiency of the overloaded link
decreases.

A network is represented as a weighted and undirected graph G with N nodes,
forbidding self-loops and multiple edges. A weighted graph is a graph whose links are
assigned weights and an undirected graph is one whose links do not have distinguished
direction. A self-loop is a link which connects a node to itself and multiple edges are two or

more links that connect the same two nodes. The graph G at time step t is represented by
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1. Normal state 2. Local failure 3. Propagation of failures 4. Ultimate state
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Figure 1. The overview of the model for cascading failure



the N X N adjacency matrix {e;;(t)}. The value e;;(t) represents the efficiency of link
between node i and node j at time step t. The efficiency of links can be changed by
reflecting the degree of congestion. The (i,j) component and (j,i) component of the
adjacency matrix take always the same value because the network is undirected one. The
diagonal components of the adjacency matrix take zero, because self-loops are forbidden here.
Let d;; denote the distance of a link between node i and node j, the efficiency of link in the
normal state is defined as the inverse of the distance of link, e;;(0) = 1/d;;. If there is no
link between node i and node j, the distance between them d;; is practically equivalent to
infinity, d;; = +oo, and the efficiency of the link between them is then zero, e;;(0) = 0.

Let €,,(t) denote the efficiency of the most efficient path between node [ and node
m attime step t. €, (t) isrepresented as follows,

1 _
em(t) = maxp, oy (Xijep, ) %) ! (1)

where,
€m(t) : the efficiency of the most efficient path between node [ and node m at
time step t,
P (t) :the set of all paths between node [ and node m at time step t,
e;j(t) :the efficiency of a link between node [ and node m attime step ¢.

In the normal state (time step t = 0), all links function properly. Let L;;(t) denote
load on link ij at time step t. We assume that at each time step, uniform unit OD matrix is
assigned to the most efficient path. From this assumption, according to Brandes (2001), the
load of link ij in the normal state, L;;(0), is represented as follows,

(hk|ij)
Lij(0) = T hkev e (2)
where,
vV : the set of all nodes,

ao(h, k) : the number of the most efficient paths from node h to node k in the
normal state,

oo(h, k|ij) : the number of paths passing through link ij among the most efficient
paths from node h to k inthe normal state.

Let C;; denote the practical capacity of link ij. As described in the list of assumptions,
practical capacity of a link represents the limitation to handle traffic without loss of efficiency
of a link. Here the practical capacity is assumed to be proportional to the load in the normal
state and the practical capacity is constant throughout all the time step,

Cij = (1 + a)L;;(0) (3)
where,
Cii : the practical capacity of link ij,
a : tolerance parameter (a > 0),

L;j(0) :theload of link ij in the normal state.



The condition a > 0 guarantees that no link is overloaded in the normal state. If the
tolerance parameter « is large enough, the network is robust against cascading failure. The
effect of local failure can be immediately absorbed by handling the diverted traffic on other
links with sufficient practical capacity. However, it is conceivable that when the tolerance
parameter « is less than a certain value, failures can spread out easily and eventually the
whole network may be collapsed.

It is assumed that a few nodes/links fail as local failures at time step t = 1. A failure of
a node is practically equivalent to failures of all links connected to the node. Namely failures
of nodes are able to be represented as failures of links. Thus any local failures of nodes/links
can be represented as failures of links. If local failures occur, links stop functioning and they
are substantially removed from the network. Therefore the local failure can be represented by
updating the adjacency matrix as follows,

where,
E, : a set of links removed from the network because of failures on nodes or
links.

After the removal of some links as local failures at time step t = 1, the most efficient
path between some pairs of nodes may change and the network flow may also shift.
Accordingly the load of each link might change as well. The load is then recalculated as
follows in the same way as equation (2),

or(h.k|if)
O't(h,k) (5)

Lij(t) = Xhkev
where,
L;j(t) :theload of link ij attime step t,
o:(h, k) : the number of the most efficient paths from node h to node k at time
step t,
at(F;z,k|ij): the number of paths passing through link ij among the most efficient
paths from node h to node k at time step t.

If the recalculated load does not exceed practical capacity on any link, influences of
local failure can be immediately absorbed into the system. However, if the recalculated load
exceeds the practical capacity on some links, such links are overloaded and the efficiency of
them is assumed to decrease. The reduction of the efficiency of links is represented by
adopting the following rule,

C..
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If the efficiency of some links decrease, the most efficient path between some pairs of nodes
also shift again. The reassignment of the network flow can create further overloading of links
and the efficiency of them also decreases as well. This process is repeated and overloading of
links propagate across the entire network.

After the propagation of failures, the network relaxes to a stationary state. As described
in section 3.2, the damage caused by cascading failure is evaluated using network efficiency
in the ultimate state.



3.2 Damage Evaluation

Some previous studies about network vulnerability evaluate the drop of the relative size of the
largest connected component in the ultimate state in comparison with that in the normal state
(e.g. Albert et al., 2000; Holme et al., 2002; Motter and Lai, 2002). A connected component is
a subgraph in which every pair of nodes has at least one path between them. The largest
connected component is one with the largest number of nodes among all the subgraphs in a
network. However, in this study, overloaded links are not removed from the network, but the
efficiency of overloaded link is considered to decrease. Only the links where local failures
occur, that is to say, elements in the set of links E, in equation (4), are removed from the
network. In this case, damage brought by propagation of failures cannot be evaluated by
observing the relative size of the largest connected component. Another index is required to
consider the drop of the network performance.

In this study, the drop of network efficiency is then evaluated as damage caused by
cascading failure. The index for the network efficiency was proposed by Latora and Marchiori
(2001) as shown below,

E(8) = yy; Liem €im () (7)
where,
€m(t) : the efficiency of the most efficient path between node [ and node m at
time step t,
E(t) :the network efficiency at time step ¢,
N : the number of nodes in a network.

If any path does not exist between node i and node j at time step t, the distance is
considered as infinity and the value of the efficiency of the most efficient path is zero,
€m(t) = 0. As shown in equation (7), the network efficiency E(t) can be defined for both
unweighted and weighted networks with more than one nodes. The network efficiency E (t)
can take any value more than zero. If a network is an unweighted complete graph in which
every pair of nodes is connected by unique links with the weight e;;(t) = 1, the network
efficiency E(t) is equal to one. As shown in equation (4), only a few links are removed from
a network and the adjacency matrix is updated. On the other hand, nodes are not removed
from a network throughout all the time step. The number of nodes N is then always constant
from the normal state to the ultimate state.

The drop of the network efficiency is considered as damage. Therefore the index for
evaluating damage at time step t is defined as follows,

E(0)—E(t)

D(t) = 200)

0<D()<1) (8)

where,
D(t) :the damage at time step t,
E(t) :the network efficiency at time step t.

3.3 Mitigation Strategy

Section 3.3 goes into details of the mitigation strategy. Two types of defence strategies can be
considered: prevention and mitigation strategies. A prevention strategy is conducted before



the local failure in preparation for cascading failure. On the other hand, a mitigation strategy
Is carried out after the local failure. Our strategy is one of mitigation strategies which is
conducted after the local failure and before the propagation of failures as shown in Fig. 2.

The strategy aims to reduce the total amount of the network flow by intentionally
eliminating flow generated from specific nodes, to prevent the propagation of failures by
overloading, and eventually to mitigate damage. Most cases may not require any mitigation
strategy because the influences of the local failure can be absorbed into the system. However,
under specific conditions where the network itself is fragile or the network is exposed to
targeted attacks on important nodes/links, a mitigation strategy is required. One thing to be
considered for our strategy is how to specify nodes to eliminate flow for mitigating damage
effectively. However, identifying the optimal set of nodes to eliminate flow is a
non-deterministic polynomial-time hard (NP-hard) problem. Accordingly this study proposes
a mitigation strategy which eliminates flow generated from non-influencers identified by an
index called collective-influence (CI) .

The details of the index called collective-influence (CI) are described here. Cl was
originally proposed for identifying set of nodes whose removal break up a network effectively
(Morone and Makse, 2015). Dismantling a network is sometimes useful. For instance,
breaking up a contact network may be desirable to prevent the spreading of infectious
diseases. It has been believed that the most effective way to dismantle a network is the
removal of a few nodes with the largest number of links (hubs). However, it may be more
effective to remove a combination of hubs and nodes with low degree centrality.

Morone and Makse (2015) then proposed an index called collective-influence defined
by local topology in a network. They showed that the removal of nodes with high CI (known
as influencers) is more effective in dismantling a network than removal of hubs. They also
showed that the set of influencers include a lot of low degree nodes which do not seem to
have important role for network robustness. They expressed this finding as “strength of weak
nodes” in similar way as “strength of weak ties” (Granovetter, 1973).

Another important aspect for Cl is related to its relatively small computational
complexity. According to Kovécs, and Barabasi (2015), the computational complexity for CI
can be reduced to O(NlogN) because Cl is defined by only local topology in a network. On
the other hand, for instance, the computational complexity for betweenness centrality which is
defined by global topology of a network is O(NM) and O(NM + N%logN) for unweighted
and weighted networks respectively when a network has N number of nodes and M number
of links (Brandes, 2001). It has been mentioned that potential applications of CI include
cybersecurity or disease control (Kovacs, and Barabasi, 2015). However, this study aims to
show that ClI also can be applied for an effective mitigation strategy against cascading failure.
The definition of collective-influence is described here. As shown in Fig. 3, a spherical
subgraph of radius r around every node i is defined and the set of nodes belonging to the
spherical surface of the subgraph is represented by dBall(i,r). The collective-influence of
node i atthe radius r is defined as follows,

O : non-influencers — : Overloaded link
2. Local failure Mitigation strategy 3. Propagation of failures
(t=1) 1<t<?2) 2=t

Figure 2. The timing of the mitigation strategy
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where,
CI.(i) :collective-influence of node i at the radius r,
k; : the number of links connected to the node i (degree of node i),
d0Ball(i, r) : the set of nodes placed on the spherical surface of the subgraph.

When the radius r is zero, Cl,(i) dependents on only the degree of node i, Cl,(i) =
(k; — 1)2. In other words, CI,(i) substantially equals to degree centrality. The CI.(i) for
r =1 has richer topological features than CI,(i). Even if a node itself is one with small
number of links, “weak node”, the value of CI,.(i) can be high and become an influencer
when high degree nodes are included in the set dBall(i, r).

In this study, we propose a strategy which specifies the fraction f[%] of nodes with
low collective-influence, non-influencers, and eliminates the flow generated from them
intentionally right after a local failure in order to reduce the total amount of the network flow
and prevent the propagation of failures of links by overloading. The process of the mitigation
strategy is inserted between 2) local failure and 3) propagation of failures in the model as
shown in Fig. 2. As a similar but different mitigation strategy, Motter (2004) proposed a
strategy which specifies nodes with low betweenness centrality and intentionally removes
these nodes themselves from the network. The removal of nodes brings more serious damage
to the network than the elimination of the flow generated from specific nodes. It is because
the removal of nodes eliminates not only 1) the flow generated from them in the same way as
our strategy, but also 2) the flow concentrating to them, and 3) eliminates flow between other
pairs of nodes if there is no path between them because of the removal of nodes. The strategy
proposed by Motter (2004) identifies nodes with low betweenness centrality and removes
them because it is conceivable that these nodes do not contribute global traffic. However, it is
still not certain whether betweenness centrality is the best index for mitigation strategies. In
this context, the numerical analysis in chapter 4 includes the comparison between
collective-influence and betweenness centrality for identifying nodes to eliminate flow.

dBall(i,r)

4. NUMERICAL ANALYSIS

In chapter 4, we focus on the influence of network topology on the vulnerability against
cascading failure and we apply the model to both homogeneous and heterogeneous networks
in section 4.1. In section 4.2, we also investigate the performance of the mitigation
strategy for both types of networks. The results may give us some implications about the
vulnerability of road networks which are classified into homogeneous networks and how we



should conduct risk management strategies to avoid serious consequences in road networks.

In order to investigate the vulnerability of networks with different topological features,
we apply the model to random networks and scale-free networks as typical homogeneous and
heterogeneous networks respectively. Figure 4 represents the difference between random and
scale-free networks. Color and size of a node represent the degree of the node. Deeper colored
and larger nodes have higher degree (the number of links). According to Barrat et al. (2008), a
random network is a typical homogeneous network whose degree distribution almost follows
Poisson distribution, P(k) = e~®) (k)*/k!, where the degree distribution P(k) is the
probability that any randomly chosen node has degree k (the number of directly connected to
the node is k). On the other hand, a scale-free network is a typical heterogeneous network
whose degree distribution follows a power-low distribution, P(k) « k=Y, where y is a scale
parameter. In this study, both networks are initially unweighted network and they have
N = 100 nodes and average degree k ~ 4.0. They are stochastically generated by Erdés—
Rényi model (Erdés and Rényi, 1959) and Barabasi-Albert model (Barabasi and Albert, 1999)
respectively. Networks with N = 100 nodes seem to be relatively small, however, as shown
in section 4.1 and 4.2, these networks are large enough to show the difference of network
vulnerability against cascading failure and the performance of the mitigation strategy.

In the numerical analysis, it is assumed that the node with the largest betweenness
centrality fails in order to examine whether our strategy can work well under serious
situations where networks are exposed to targeted attacks and require a mitigation strategy.
The local failure on the node with the largest betweenness centrality is represented by setting
the set E, in equation (4) consisting of all links directly connected to the node.

Random network Scale-Free network

Figure 4. The difference between random and scale-free networks
4.1 The Network Vulnerability against Cascading Failure

Section 4.1 describes the network vulnerability against cascading failure. At the beginning,
we show examples of the drop of the network efficiency E(t) caused by cascading failure
triggered by the breakdown of the node with highest betweenness centrality.

Fig. 5 (a) and (b) represent the decrease of the network efficiency E(t) for random
networks and scale-free networks respectively with different values of the tolerance parameter
a = 0.05,0.5,1.0. The horizontal axis represents the time step t and the vertical axis
represents the network efficiency E(t).



As you can see in Fig. 5 (a), in the case of random networks, the network efficiency
E(t) decreases about 3.59% (from 0.334 to 0.322) when the tolerance parameter
a = 0.5,1.0. The influences by the local failure are absorbed into the system by handling the
diverted traffic with sufficient practical capacity. However, when the tolerance parameter
a = 0.05, the network efficiency drops for about 15.6% (from 0.334 to 0.282). Similarly,
Fig. 5 (b) represents the decrease of the network efficiency E(t) in the case of scale-free
networks. The network efficiency drops relatively large for all the three cases
a = 0.05,0.5,1.0 in comparison with the case of random networks. The network efficiency
E(t) decreases for about 12.4% (from 0.364 to 0.319), 20.3% (from 0.364 to 0.290),
and 32.7% (from 0.364 to 0.245) for the three cases a = 0.05,0.5,1.0 respectively.

The results shown in Fig. 5 represent the differences of the spreading of overload
failures between random networks (homogeneous networks) and scale-free networks
(heterogeneous networks). Not only the topological features but also the tolerance
parameter « seems to affect strongly the network vulnerability against cascading failure for
both two types of networks. The relationships between the tolerance parameter a and the
damage caused by cascading failure are then investigated.

Fig. 6 shows the relationships between the tolerance parameter « and damage for
random networks and scale-free networks. Let D represent damage in the ultimate state. In
order to calculate the value of D, the network efficiency at 50 time step, E(50), is used as
the network efficiency at the ultimate state. The horizontal axis shows the tolerance parameter
a from 0.0 to 4.0. The vertical axis shows the damage D. The red (square) and blue
(circle) curves correspond to random and scale-free networks. Each curve corresponds to an
average over 50 independent realizations. It means that we generated 50 networks for both
kinds of networks. As the tolerance parameter a increases, the network robustness also
increases. It means that the damage D decreases as the tolerance parameter a increases
regardless of the types of networks. When the tolerance parameter a exceeds a certain value
and links with sufficient practical capacity can handle diverted flow from failed nodes/links,
any link does not fail by overloading and the damage D converges at a value which is caused
not by propagation of failures but by the local failure itself.

As shown in Fig. 6, there are clear differences between both random networks and
scale-free networks. When the tolerance parameter « is 0.0, the damage D for random
networks is about 0.185. It means that about 18.5% of the initial network efficiency is lost
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Figure 5. The drop of network efficiency for (a) random and (b) scale-free networks with
a = 0.05,0.5,1.0
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Figure 6. The relationships between the tolerance parameter « and the damage D

by cascading failure. On the other hand, in the case of scale-free networks, 35.1% of the
initial network efficiency is lost. From these values in the case of a = 0.0, both curves
decrease and converge at certain values as the tolerance parameter a increases. However,
there is a difference of the sharpness (kind of the speed of the convergence) of two curves.
Although the curve of random networks converges at D =~ 0.037 when the tolerance
parameter « exceeds about 0.75, another curve for scale-free networks converges much
more gradually at D =~ 0.10. Even when the tolerance parameter a = 4.0, the blue/circle
curve still decreases and does not converge completely at a stationary value.

The results obtained in this section give us implications about the vulnerability of road
networks which are classified into homogeneous networks. In a homogeneous network,
overloading of links rarely propagate across the large parts of a network. Only in the case
where the practical capacity is extremely small, overloading of links spread out and the
damage becomes high. It means that increasing the practical capacity is more effective
prevention strategy for homogeneous networks than for heterogeneous networks.

4.2 The Performance of the Mitigation Strategy

Section 4.2 describes the performance of the mitigation strategy. As shown in Fig. 6, when the
tolerance parameter « is small, both networks become fragile and overloading of links easily
propagate across the network. Under such conditions, a mitigation strategy is required to
protect networks. Here the performance of the proposed mitigation strategy is examined as
shown in Fig. 7.

Fig. 7 shows the performance of the mitigation strategies for both random networks and
scale-free networks with relatively small values of the tolerance parameter a = 0.05,0.2, 0.5
in Fig. 7 (a), (b), and (c) respectively. Solid curves represent the performance of the mitigation
strategy proposed in this study which identifies nodes to eliminate flow by
collective-influence (CI) and dotted curves represent the performance of a strategy which
identifies nodes based on betweenness centrality in similar way as the existing strategy
(Motter, 2004). Each curve corresponds to the average over 50 independent realizations. In
the numerical analysis, the radius r of CI is set to be 2 (the effects of the radius r on
mitigation performance is discussed in Appendix A). The horizontal axis shows the fraction f
of nodes to eliminate flow and the vertical axis shows the damage D. The damage D of the
fraction f = 0.0 represents the damage without any mitigation strategy. As the fraction f
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Figure 7. The performance of the mitigation strategies for different values of the tolerance
parameters a (a) 0.05, (b) 0.2, and (c) 0.5



increases, the total amount of the network flow decreases and damage diminishes as well.
However, a smaller fraction f is more desirable for mitigating damage without unnecessary
elimination of the network flow.

In Fig. 7 (a), the performance of mitigation strategies in the case of the tolerance
parameter « = 0.05 is illustrated. As you can see in Fig. 7 (a), scale-free networks require
larger fraction f to mitigate damage in comparison with random networks. Also there is a
clear difference between random networks and scale-free networks when we focus on solid
and dotted curves. In the case of scale-free networks, our strategy represented by the solid
curve performs better than the strategy using betweenness centrality for all the fraction f.
Eliminating flow generated by non-influencers performs well to mitigate damage and protect
the networks effectively. On the other hand, in the case of random networks, solid and dotted
curves take almost the same values and the way of specifying nodes is not sensitive problem.
These features are observed not only Fig. 7 (a) but also Fig. 7 (b) and (c).

These results give us following implications about effective mitigation strategies to
avoid serious disruptions in road networks which are classified into homogeneous networks:
1) homogeneous networks require less amount of elimination of the network flow than
heterogeneous networks and 2) the way of identification of nodes to eliminate flow is less
sensitive problem for homogeneous networks.

5. CONCLUSIONS

There are two objectives in this study. Firstly, this study proposes a model for cascading
failure where overloading of links propagate across the entire network triggered by a small
shock/error in a local part of a network. Differently from the existing models in the context of
disruptions in power grids or communication networks where nodes (power stations or
routers) are successively overloaded, the model in this study aims to represent the propagation
of overloading of links in the context of disruptions in road networks. In this model, the
removal of a few nodes/links can be a trigger of large-scale propagation of the decrease of the
efficiency of links. The damage caused by cascading failure is evaluated by the drop of the
network efficiency.

Secondly, this study proposes a mitigation strategy against cascading failure. In most
cases, influences of the local failures might be immediately absorbed into the system by
handling the diverted flow from failed nodes/links on other links with sufficient practical
capacity. However, under specific conditions where the network itself is fragile or the network
is exposed to targeted attacks on important nodes/links, a mitigation strategy is required to
protect the network. This paper then proposes a mitigation strategy which aims to reduce the
total amount of the network flow, to prevent the propagation of failures of links by
overloading, and to eventually mitigate damage. In order to reduce the total amount of the
network flow effectively, our strategy identifies non-influencers based on an index called
collective-influence and eliminates the flow generated from them. This index was originally
proposed by Morone and Makse (2015) for identifying influencers to break up a network
effectively and possible applications for cybersecurity or disease control have been pointed
out by Kovacs and Barabasi (2015). However, this paper shows another possible application
for an effective mitigation strategy against cascading failure.

In the numerical analysis, we apply the model to both random networks and scale-free
networks as typical homogeneous and heterogeneous networks. In addition, we investigate the
performance of the proposed mitigation strategy for both types of networks. The results give
us implications for risk management of road networks which are classified into homogeneous



networks: 1) in most cases, large-scale cascading failure can be avoided by increasing
practical capacity as a prevention strategy and 2) in a case of emergency where the practical
capacity is extremely small, serious cascading failure can be avoided by eliminating flow
generated from non-influencer nodes as a mitigation strategy. These implications can be
applied to establish practical risk management for transportation networks including both
prevention and mitigation strategies in the future.
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APPENDIX A. The Effect of the Radius on Mitigation Performance

In the appendix A, the effects of the radius r of collective-influence on mitigation
performance is investigated. As represented by equation (9), the radius r has to be set to
calculate collective-influence (Cl), CI.(i). The radius r should be zero or more, but less than
the diameter of the network. The diameter d,; is the maximum distance between pair of
nodes among all the shortest distance of any pair of nodes, d; = max;; l;;, where [;; is the
shortest distance between node i and node j. When the radius r = 0, Cly(i) substantially
equals to degree centrality as mentioned in section 3.3. The radius r > 0 has richer
topological features, but a too large radius reaches the boundary of the network and CI
approaches zero. Fig. A. 1 shows the effects of the radius » on mitigation performance in the
case of scale-free networks with the tolerance parameter a = 0.2. In the same way as Fig. 7,
the horizontal axis shows the fraction f of nodes to eliminate flow and the vertical axis
represents the damage caused by cascading failure D. Each curve corresponds to the average
over 50 independent realizations. Here the radius r is set from 0 to 5 because the average
of the diameter of the networks about 5.48. As shown in Fig. A. 1, the mitigation
performance is dependent on the radius r. In this case, the radius r = 2 performs the best to
mitigate damage effectively. In contrast, when the radius approaches the diameter, r = 4,5,
the performance deteriorates. At this moment, the optimal radius r cannot be found without
trial and error. Finding a firm criterion to choose an optimal radius r for maximizing damage
mitigation will be desirable as future works.
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Figure A. 1. The effects of the radius r on mitigation performance
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